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	Information Management Compliance

	Checklist for systems procurement and implementation


[image: ]The Victorian Government uses its systems to create, manage and use large amounts of information. This information is subject to a range of legislation and regulations that govern how it is collected, managed, used, protected, shared, released, transferred and disposed of.
The aim of this tool is to provide a checklist to assist  departments to review compliance with information related legislation and administrative policies when designing, procuring, developing and implementing a process or system. Departments must also consider any agency specific legislation or administrative policies. 
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	For the purposes of this document ‘information’ also refers to data and records.
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	Minimum legislative or administrative requirements
	Things to consider
	Checked?

	Privacy and Data Protection Act 2014 (Vic)
If the system contains personal or  health information – 
Health Privacy Principles as set out in the Health Records Act 2001 (Vic)
	· Has the information in the system been assessed using the Victorian Protective Data Security Framework Business Impact Levels? Has a value been assigned and security classification determined?
· Has a Security Risk Assessment been completed to determine the required security controls?
· Will the system contain personal information?  If so has a Privacy Impact Assessment been completed?
· Where a hosted solution is used, has consideration been given to the risk associated with where the solution is hosted i.e. onshore, offshore using the Cloud – based ICT Services Checklist?
· Is the system hosted on infrastructure that can support the required level of security? 
	














	Public Records Act 1973 (Vic) 

	· Does the system comply with the Public Records Office Victoria (PROV) standards and specifications? In particular:
· Can the system manage information that is authentic, reliable, usable, and has integrity?
· Are personnel, processes and procedures in place to ensure that system/s can be managed over its life to ensure the integrity, reliability and performance quality?
	






	Freedom of Information Act 1982 (Cth)
	· Can the system be quickly and easily searched for information?
	

	Evidence Act 2008 (Vic)
	· Is it possible to demonstrate that the system operates in accordance with departmental processes and procedures?
· Can the information the system contains be shown to be authentic and reliable?
	




	DataVic Access Policy
	· Can reports, extracts, exports or feeds be obtained from the system in machine readable formats e.g. for delivery via API? 
· Do agreements enable the department to release data to the public under a Creative Commons BY 4.0 licence?
· In the system, can information that must be restricted from release (because of government policies, statutory or legislative requirements) be distinguished from other information?
	








	Intellectual Property (IP) Policy and Copyright Act 1968 (Cth)

	· Do relevant agreements address intellectual property rights (including pre‑existing intellectual property) that may arise as a consequence of the procurement and are sufficient rights obtained?
· Where the system contains material that is subject to license terms, can the system manage this information compliantly?
· Where the system is publically accessible, are appropriate copyright notices/terms posted for users?
	









	Financial Management Act 1994 (Vic) and Standing Directions for the Minister of Finance 2016
	· Have appropriate policies and procedures for information collection, storage and dissemination been developed to ensure the integrity of the information remains intact and fit for purpose?
· Has responsibility for significant data assets been assigned to an appropriate owner?
· Have measures to protect the integrity of information systems including security, backup and disaster recovery of systems been implemented?
· Where credit card transactions are involved, are the required information security policies, procedures and technology controls in place to ensure compliance with Payment Card Industry Data Security Standards (PCI-DSS)?
	











This document is not a substitute for legal advice. Individual departments should seek advice for their specific circumstances.
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